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MOST EXECS HAVE A SATISFACTORY CYBERSECURITY RISK

MANAGEMENT FRAMEWORK, AND BUDGETS ARE SET TO

INCREASE

61% of execs report that their organization has a framework for quantifying

cybersecurity risk.

Cybersecurity risk management is a framework that enables businesses to identify,

quantify, respond to, and mitigate risks to their digital infrastructure and assets from

external and internal threats. Identifying cybersecurity vulnerabilities and their potential

impact is critical for businesses becoming increasingly digitized. Cybersecurity

breaches can be damaging not only to an organization’s infrastructure but also its long-

term reputation. IT leaders, particularly CISOs/CSOs, are usually tasked with translating

cybersecurity threats to non-technical business leaders. Is the business ready to listen

to, and budget for, IT’s concerns?

In this One-Minute White Paper, Pulse asked over 100 IT leaders:

About current risk management infrastructures and budgetary plans

How the business approaches risk and their own ability to communicate risk

Where the blame for breaches ultimately falls

DOES YOUR ORGANIZATION HAVE A FRAMEWORK FOR

QUANTIFYING CYBERSECURITY RISK?

IN THE NEXT 3 MONTHS,

HOW DO YOU EXPECT

YOUR ORGANIZATION’S

RISK MANAGEMENT

BUDGET TO CHANGE?

OVERALL, ARE YOU SATISFIED WITH YOUR ORGANIZATION’S APPROACH TO RISK?

WHAT WILL YOU BE PRIORITIZING IN THE NEXT 3 MONTHS?

Overall, 61% of execs are expecting their risk management budget to increase over the

next 3 months, with most reporting an 11-15% increase (26%).

Overall, 83% of execs are satisfied with their organization’s risk management.

28% of execs will be prioritizing identifying risks in the next 3 months.

TO WHAT EXTENT DO YOU AGREE WITH THE FOLLOWING:

‘I TRUST MY ABILITY TO ACCURATELY IDENTIFY RISK’?

HOW WOULD YOU DESCRIBE YOUR ORGANIZATION’S CULTURE AROUND RISK?

HOW SERIOUSLY DOES YOUR BOARD TAKE CYBERSECURITY RISKS?

HOW CHALLENGING DO YOU FIND COMMUNICATING RISK TO THE BUSINESS?

HAVE YOU EVER BEEN ASKED TO WHITEWASH/

DOWNPLAY A SECURITY RISK BY THE BUSINESS?

DO YOU USE ANY ERM SOFTWARE?

WHERE SHOULD THE BLAME FOR SECURITY BREACHES ULTIMATELY FALL?

NO BLAME FOR BREACHES—EXECS TRUST THEMSELVES TO

IDENTIFY RISK, AND NO SINGLE OFFICE SHOULD BE HELD

RESPONSIBLE WHEN BREACHES OCCUR

Overall, 86% of execs believe in their own ability to identify risk.

While many execs preferred not to blame a single office for security breaches (46%),

over a quarter said the blame should be directed at the CISO/CSO’s office (27%).

RISK MANAGEMENT CULTURES INVOLVE OPEN DIALOGUES

AND OVER A THIRD OF EXECS ARE USING SOFTWARE FOR

THEIR FRAMEWORKS

THE BOARD DOES TAKE CYBERSECURITY RISK SERIOUSLY BUT

COMMUNICATING THREATS ISN’T EASY—AND PRESSURES TO

WHITEWASH RISKS ARE KNOWN

46% of execs describe their risk culture as a mix of rules and open dialogue,

while 18% report the culture as rules-based only.

53% of execs believe that cybersecurity is a top priority for their board of directors.

However, 67% of execs overall find it challenging to communicate risk to the business.

32% of execs have experienced security risk ‘whitewashing’, either directly having

been asked to do it (11%) or indirectly having known it to happen (21%).

35% of execs currently use enterprise risk management (ERM) software to quantify risk.
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Comparing responses from different sized

companies, 22% of execs from companies with less

than 1K employees were dissatisfied with the state

of risk management, compared to 9% of execs from

companies with greater than 10K employees.

Contact Axis Technologies to discuss your cybersecurity needs. 
Info@axistec.com www.axistec.com 
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